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About this Guide
This bibliography is number 102 in the series “Bibliographies in Gender and Women'’s Studies,” published by

the University of Wisconsin System Office of the Gender and Women’s Studies Librarian.

This bibliography is a list of resources relating to the nature and tactics of digital violence. Cyber sexual abuse
(also known as digital violence, cyber violence, cyber bullying, online abuse) is pervasive. It is defined as:

“Violence refers to actions or words that inflict harm; with digital violence, this harm is perpetrated through the
misuse of digital technologies and tools such as computers, smartphones, and Internet of Things devices.
There are many forms of digital violence, abuse and harassment; throughout this handbook, we use the term
“digital violence” as an umbrella term to describe this array of activity. Digital violence may occur
simultaneously with physical violence, and often overlaps and flows into offline violence of many kinds. Like
physical violence, it can be inflicted both by strangers and people whom victims know. It can take place publicly
on digital platforms, privately on personal devices, or in other digital spaces such as virtual reality or the
blockchain. Overall, digital violence is a ubiquitous but frequently overlooked form of harm rooted in systems of
oppression including cisheteropatriarchy, white supremacy, homophobia, transphobia, and misogynoir
(misogyny targeted against Black women). The groups who are most vulnerable to violence in real life are also
the most vulnerable to abuse and harassment online. Although prevention strategies often fall on the shoulders
of survivors, abuse can never be fully prevented. Furthermore, abuse is never the survivor’s fault.” — National

Forum on the Prevention of Cyber Sexual Abuse

Articles

e Backe, E.L. (2021). Left to their own devices: Gender, cyberviolence, and the Internet. Lady Science.
https://www.ladyscience.com/left-to-their-own-devices-gender-cyberviolence-and-the-internet/no45

e Basu, Tanya. (2021). The Metaverse has a groping problem already. MIT Technology Review.
https://www.technologyreview.com/2021/12/16/1042516/the-metaverse-has-a-groping-problem/

e Benjes-Small et al. (2021). #MeToo in the academic library: A quantitative measurement of the
prevalence of sexual harassment in academic libraries. College & Research Libraries, 82(5), 623-641.
https://doi.org/10.5860/crl.82.5.623

e Douglas, H. et al. (2019). Technology-facilitated domestic and family violence: Women'’s experiences.
The British Journal of Criminology, 59(3), 551-570. https://doi.org/10.1093/bjc/azy068

e Khoo, C. (2021). Deplatforming misogyny: Report on platform liability for technology-facilitated
gender-based violence. Women’s Legal Education and Action Fund, 1-229.
https://www.leaf.ca/publication/deplatforming-misogyny/

e Lee, U. and Toliver, D. (2019). Building consentful tech. Allied Media Projects and the Mozilla
Foundation. https://www.consentfultech.io/

e Marwick, A. (2021). Morally motivated networked harassment as normative reinforcement. Social Media
& Society, 7(2), 1-13. https://doi.ora/10.1177%2F20563051211021378

e Rowell, C.J. (2019). Archive of hate: Ethics of care in the preservation of ugly histories. Lady Science.
https://www.ladyscience.com/essays/archive-of-hate-ethics-of-care-in-the-preservation-of-ugly-histories

e Smith, C. (2020). #WhoAml: Harm and remedy for youth of the #MeToo era. University of Pennsylvania
Journal of Law and Social Change, 23(4), 295-362. https://scholarship.law.upenn.edu/jlasc/vol23/iss4/2/



https://nfpcsa.pubpub.org/pub/jovvck8t
https://nfpcsa.pubpub.org/pub/jovvck8t
https://www.ladyscience.com/left-to-their-own-devices-gender-cyberviolence-and-the-internet/no45
https://www.ladyscience.com/left-to-their-own-devices-gender-cyberviolence-and-the-internet/no45
https://www.technologyreview.com/2021/12/16/1042516/the-metaverse-has-a-groping-problem/
https://www.technologyreview.com/2021/12/16/1042516/the-metaverse-has-a-groping-problem/
https://doi.org/10.5860/crl.82.5.623
https://doi.org/10.5860/crl.82.5.623
https://doi.org/10.1093/bjc/azy068
https://www.leaf.ca/publication/deplatforming-misogyny/
https://www.leaf.ca/publication/deplatforming-misogyny/
https://www.consentfultech.io/
https://doi.org/10.1177%2F20563051211021378
https://www.ladyscience.com/essays/archive-of-hate-ethics-of-care-in-the-preservation-of-ugly-histories
https://www.ladyscience.com/essays/archive-of-hate-ethics-of-care-in-the-preservation-of-ugly-histories
https://scholarship.law.upenn.edu/jlasc/vol23/iss4/2/

The University of British Columbia (2021). Digital tattoo: Your digital identity matters. Let’s Discuss.
https://digitaltattoo.ubc.ca/

Thriving Through + mensen (2021). How communities can support survivors of stalking. Survivor
Guides, 1-115. https://www.survivorguides.org/

Vogels, E. (2021). The state of online harassment. Pew Research Center.
https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/

Waldman, A.E. (2019). Law, privacy, and online dating: “Revenge porn” in gay online communities. Law
& Social Inquiry, 44(4), 987-1018. https://doi.org/10.1017/1si.2018.29

Zhong, L. R., Kebbell, M. R., & Webster, J. L. (2020). An exploratory study of technology-facilitated
sexual violence in online romantic interactions: Can the internet’s toxic disinhibition exacerbate sexual
aggression? Computers In Human Behavior, 108, 1-10.

https://www.sciencedirect.com/science/article/pii/S0747563220300686?via%3Dihub

Books

Bailey, J., Flynn, A., & Henry, N. (Eds.). (2021). The Emerald international handbook of
technology-facilitated violence and abuse. Emerald Publishing Limited.

Bailey, M. (2021). Misogynoir transformed: Black women’s digital resistance. NYU Press.

Barker, K., & Jurasz, O. (2019). Online misogyny as hate crime: A challenge for legal regulation?
Routledge.

Citron, D. (2016). Hate crimes in cyberspace. Harvard University Press.

Jankowicz, N. (2022). How to be a woman online: Surviving abuse and harassment, and how to fight
back. Bloomsbury Academic.

Leung, S., & Lopez-McKnight, J. (2021). Knowledge justice: Disrupting library and information studies
through critical race theory. The MIT Press.

Noble, S. (2018). Algorithms of oppression: How search engines reinforce racism. NYU Press.
Poland, B. (2016). Haters: Harassment, abuse, and violence online. Potomac Books.

Powell, A., & Henry, N. (2017). Sexual violence in a digital age. Palgrave MacMillan.

Sobieraj, S. (2020). Credible threat: Attacks against women online and the future of democracy. Oxford
University Press.

Online Resources

Cyber Civil Rights Initiative. “Get Help Now.” https://cybercivilrights.org/fags-usvictims/

Cyber Sexual Assault Support. “Cyber Sexual Assault Support: Resources Developed and Chosen By
Survivors.” https://csasupport.commons.gc.cuny.edu/

Data Detox Kit. https://datadetoxkit.org/en/home

Digital Shred. “Privacy Literacy Toolkit.” https://sites.psu.edu/digitalshred/

Hackblossom. “A DIY Guide To Feminist Cybersecurity.” https://hackblossom.org/cybersecurity/
National Network to End Domestic Violence. “NNEDV: Safety Net Project.” https://www.techsafety.org/
Online Harassment Field Manual. “Defining Online Abuse: A Glossary of Terms.”

https://onlineharassmentfieldmanual.pen.org/defining-online-harassment-a-glossary-of-terms/
Safety Net Project. “Technology Safety & Privacy: A Toolkit for Survivors.”

https://www.techsafety.org/resources-survivors
Women’s Media Center. “Online Abuse 101.”

https://womensmediacenter.com/speech-project/online-abuse-101

Office of the Gender and Women’s Studies Librarian
430 Memorial Library, 728 State Street

Madison, Wisconsin 53706
www.library.wisc.edu/gwslibrarian
https://www.library.wisc.edu/gwslibrarian/bibliographies/


https://digitaltattoo.ubc.ca/
https://digitaltattoo.ubc.ca/
https://www.survivorguides.org/
https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/
https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/
https://doi.org/10.1017/lsi.2018.29
https://www.sciencedirect.com/science/article/pii/S0747563220300686?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S0747563220300686?via%3Dihub
https://cybercivilrights.org/faqs-usvictims/
https://csasupport.commons.gc.cuny.edu/
https://datadetoxkit.org/en/home
https://sites.psu.edu/digitalshred/
https://hackblossom.org/cybersecurity/
https://www.techsafety.org/
https://onlineharassmentfieldmanual.pen.org/defining-online-harassment-a-glossary-of-terms/
https://onlineharassmentfieldmanual.pen.org/defining-online-harassment-a-glossary-of-terms/
https://www.techsafety.org/resources-survivors
https://www.techsafety.org/resources-survivors
https://womensmediacenter.com/speech-project/online-abuse-101
https://womensmediacenter.com/speech-project/online-abuse-101
http://www.library.wisc.edu/gwslibrarian
https://www.library.wisc.edu/gwslibrarian/bibliographies/

	Cyber Sexual Abuse 
	About this Guide 

	Articles 
	Books 
	Online Resources 

