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Introduction 

 
Wisconsin is a government-in-the-sunshine state. By statute, “. . all persons are entitled 
to the greatest possible information regarding the affairs of government and the official 
acts of those officers and employees who represent them.”1  Under state law2, public 
record information in electronic format must be preserved, maintained, and remain 
accessible for its designated retention period.  
 
All Wisconsin governmental employees and public officials (hereafter referred to as 
“Public Employees” for the purposes of this document) have responsibilities in e-mail 
creation, maintenance and disposition.  E-mail messages determined to be records 
should be governed by an appropriate Record Disposal Authorization (RDA), General 
Record Schedule (GRS) or ordinance. 
 

Scope 
 

These guidelines are intended to provide assistance for Public Employees who have 
been granted access to use or administer the electronic mail resources of a 
governmental office or transact public business via e-mail on behalf of a governmental 
office, with the exception of the Legislative and Judicial branches. 
 
Public Employees using either public or private e-mail systems to conduct public 
business must preserve the records that occur in these accounts. In cases where 
agencies authorize the use of private devices by Public Employees, the agency is 
responsible for providing guidelines regarding the collection of public records from those 
devices.  
  
While agencies set broad Acceptable Use policies regarding how employees and agents 
may use electronic messaging resources, these guidelines are specifically focused on 
the retention of public records that occur in e-mail.  
 

Determine if you have a public record 

 
Public Employees handle records every day when they create or receive communication 
on behalf of their organization.  Individuals should preserve for retention all electronic 
messages that constitute part of a public record. The following section will help Public 
Employees determine if an e-mail needs to be retained.   
      
Non-Records 
Public record status is determined by the content of the e-mail message.  E-mail 
containing content unrelated to the official business of the government agency is not a 
public record and does not need to be retained.  Non-record e-mail generally should be 
deleted immediately after reading. Examples of non-records can be found in Appendix 1.  
 

                                                 
1
 Wis. Stat. s. 19.31 

2
 Wisconsin Statutes sections 16.61-16.62 and 19.21 et seq. 
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Public Records 
 
1) Transitory Records 
A fair percentage of e-mail received, and some of e-mail sent, has only short-term 
interest with no documentary or evidentiary value.  Transitory messages do not set 
policy, establish guidelines or procedures, document a transaction or become a receipt 
and may be deleted when no longer needed3. Examples of transitory records can be 
found in Appendix 2.   
 
2) Long-Term Records 
The remaining e-mails need to be retained for a longer period of time.  Public records 
are retained for business, financial, legal or historical reasons based on the content of 
the information.  The retention time of a particular e-mail message is determined by the 
applicable retention schedule.  If in doubt, save the e-mail in question and contact your 
agency Records Officer for help in determining whether or not you have a record.  

Generally, you have a long-term record if it: 

Interprets or executes policy 
Records substantive meetings 
Documents accountability 
Facilitates organization action or process 
Conveys an action 
Supports a transaction  
Supports or conveys a decision 

 
Determine if you are the person responsible for retaining it 

 
If the e-mail is determined to be a record, the retention responsibility is determined by 
the government office’s own policy. These factors may be significant. 
 
Are you the author of the e-mail? 
The originator, or author, of the e-mail within the agency always holds the official record 
and is responsible for retaining it or assigning the responsibility to a delegate.  
 
Did the e-mail result in a decision?  
Both originator and recipient should save the email if the recipient is directed to take an 
action, acknowledge compliance or make a decision based on receiving the email.  
 
When the e-mail comes from an outside agency  
For public record e-mail received from outside the agency, a designated recipient within 
the agency should be identified and made responsible for retaining the e-mail. All other 
recipients can delete the e-mail.  

 

                                                 
3
 For agencies which have adopted the Administrative Records General Schedule, transitory records are 

kept until no longer needed.  http://www.prb.wi.gov/docs_all.asp?locid=165 

http://www.prb.wi.gov/docs_all.asp?locid=165
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How long does the e-mail need to be retained? 

 
Electronic messages should be saved in compliance with the Records Disposition 
Authorization (RDA), General Record Schedule (GRS) or ordinance that relates to the 
content of the message. These are the same schedules used for retention of records in 
other media.   
 
Public Employees should not delete or allow to be deleted any electronic messages that 
constitute part of a public record except as approved by the applicable RDA, GRS or 
ordinance. 
 
Public Employees must suspend the deletion of relevant e-mail records when there is a 
pending or current open records request, litigation, audit, or investigation. Disposition 
should be suspended until the risk is settled or until legal advice has been obtained 
concerning disposition of the record. 
 

Saving e-mails determined to be public records  

 
For performance and cost reasons, Public Employees are often encouraged to limit the 
amount of e-mail saved on the e-mail server (contained in the inbox) and must move 
their e-mail records to other storage locations.   
 
Physically, e-mail is best saved on a network drive backed up by Information 
Technology.  Offline storage, such as CDs, is not recommended due to difficulties in 
indexing, locating, accessing and migrating, and maintaining security and privacy of the 
information.   
 
Logically, e-mail determined to be a public record is most efficiently saved with other 
related electronic records such as word processing documents, spreadsheets, 
presentations, video clips etc.   
 
There are two options available within Outlook that will save the required elements of the 
e-mail public record:  Outlook Message Format documents (referred to as .msg) or 
Outlook Data File personal folders (referred to as .pst).  For record retention purposes, 
the preferred method is to save record e-mail as .msg Unicode.  However, agencies 
may have a preferred method that should be adhered to.        
 
Please see the accompanying document: “How to Save E-Mail Outside an E-Mail 
Server” for further instructions.  
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What parts of an e-mail need to be retained?  

 
Whichever method is used for saving e-mail, the following aspects of an electronic 
message constitute part of the Public Record and should be retained:  

(a) The structure of the message (To, From, Date, Subject, any internet routing 
information) 

(b) The content of the message 

(c) Related contextual information 

(d) Attachments 

Acknowledgements or “read receipts” should be preserved only when they are needed 
for business purposes to confirm document delivery.   

File by the appropriate retention schedule  

Certain record series are common among agencies.  In order to provide uniformity in 
retention times across agencies, these records are covered under General Record 
Schedules (GRS).  The most recent schedules can be found on the Public Records 
Board web site.  
 
You can use the same link to find more detailed topics regarding:  
 
Administrative Records  IT Business Records  Forms Management  

Budget and Related Purchasing & Procurement Records Management  

Fiscal & Accounting    Motor Vehicle Management  Library Operations  

Mail & Messenger   Payroll & Related   Wisconsin Public Library  

 Human Resources and Related   

 
Other records document the agency’s basic functions, policies and operations.  Each 
state agency has program files that deal with its reason for existing, and its mandated 
functions to serve the people of Wisconsin.  These records document how the agency 
does the jobs for which it was created.   
 
E-mail records that fall into one of these areas should be filed by the appropriate 
business category.  You should use an existing folder structure that corresponds to the 
work for which you are responsible and the information you use in your work.  Your 
agency Records Officer can assist you in mapping your business record folders to the 
appropriate agency schedule (RDA, GRS or ordinance). 
 
Remember that both incoming and outgoing messages – that is, both messages you 
receive and messages you create – can qualify as records and should be filed 
appropriately.    
 

 
 
 
 
 

http://publicrecordsboard.wi.gov/docs_all.asp?locid=165
http://publicrecordsboard.wi.gov/docs_all.asp?locid=165
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Working with records governed by privacy and confidentiality requirements 

 
If your agency work is governed by privacy, confidentiality and sensitive information 
requirements, your e-mail is likewise covered.  These records should be handled in such 
a way that minimizes the likelihood of the record being accessed and read by others. 
 
Public Employees are responsible for managing sensitive information present in their e-
mail. It is recommended that upon identifying these e-mails, Public Employees should 
use the following tips:   
 

a) Use flags to mark e-mail with privacy and/or confidentiality concerns. 
 

b) Tag e-mails containing Personally Identifiable Information (PII) or confidential 
information in the subject line. 
 

c) If you map the e-mail records to the appropriate agency schedule (RDA, GSA, or 
ordinance) keep these records together in an appropriately marked subfolder.    
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Best Practices for Retention of Public Records in E-Mail 

 
 Schedule Time to Manage your Mailbox  
 

Sort, review, and manage your e-mail at the end of each day or week.  File records 
and delete any non-records or transitory records that are no longer needed that 
remain in your inbox and sent folders. 
 
Transmit record e-mails to an approved record keeping system if one is in use in 
your agency. 
 

 Efficiently Weed Out Non-Record Material 
 

Delete all non-record messages before you begin organizing your e-mail. 
Keep your inbox small  (e.g. 30- 50 messages or less) 
 

 Name E-Mail for Effectiveness 
 

Clearly name e-mails when you create and file them. This will aid in locating and 
retrieving the records at a later date.  

 
 Establish Subject Folders for Records 
 

Map e-mail records to a folder structure that reflects the applicable retention policies 
for the e-mail record as well as other related electronic documents. Work with your 
agency Records Officer to establish an effective system if you have any questions.  
 

 Use Rules 
 

Set up rules in your e-mail software, whenever possible, to effectively manage e-mail 
and move recurring incoming messages into mailbox folders. 

 
 Follow Privacy and Confidentiality Requirements Related to the 

Information  
 

Clearly identify, label and store e-mails of a sensitive nature to ensure quick 
identification in the future. This will be critical to aid in the protection of the during the 
long term retention of the records.  

 
 File Electronic Messages Where they are Protected and Backed Up  
 

E-Mail public records should be saved in folders on agency shared drives, backed up 
by IT.  For privacy and security reasons, the state does not recommend saving e-
mail public records on a Public Employee’s desktop, laptop or mobile devices.   
 

 When in doubt, contact your Records Officer for assistance. 
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Definitions 

 
Attachments are self-contained document files that are attached to an electronic 
message.  Attachments should be managed the same way as other records and e-mails.  
If the electronic message is a record, the attachments must be retained with it. 
 
Confidential Records contain information required by law to be kept confidential or 
specifically required to be protected from public access (ex: social security numbers). 
 
Content includes the subject matter information carried within the message. 
 
Contextual information indicates the relationship of the message to the programmatic, 
business and technical environment and includes, but is not limited to, elements such as 
the origin of the record, the date and time created, the network paths it has moved along 
and the record series to which it belongs. 
 
Governmental Body (Agency) means a state or local government entity regardless of 
its structure, excluding the legislative and judicial branches.   
 
End Users include originators and those recipients of e-mail who must retain the 
information as part of their public duties. 
 
Official Record is the one most significant version of the record, usually the one held by 
the sender (originator) of the e-mail.  It should contain complete and necessary 
information (content, context and structure) and be the true and correct copy.   
 
PII (Personally Identifiable Information) is information that can be associated with a 
particular individual through one or more identifiers or other information or 
circumstances. Additional information relating to PII is provided at the Wisconsin 
Department of Technology SecurITy web site.  
 
Public Employees refers to all individuals, groups, or organizations authorized by the 
governmental body to access, use or administer its electronic mail resources.    
 
Public Record occurs in an electronic message if the message is made or received in 
connection with the transaction of public business, with the exceptions listed below. The 
definition for public records retention purposes is found at Wisconsin Statutes section 
16.61(1)(b)4  Duplicates of emails, “spam” and drafts are generally not Public Records. 

                                                 
4
   Wis. Stat. § 16.61(1)(b): 

“Public records” means all books, papers, maps, photographs, films, recordings, optical disks, electronically 
formatted documents or other documentary materials, regardless of physical form or characteristics, made, or 
received by any state agency or its officers or employees in connection with the transaction of public business, 
and documents of any insurer that is liquidated or in the process of liquidation under ch. 645.  "Public records" 
does not include: 
1. Records and correspondence of any member of the legislature. 
1m. Any state document received by a state document depository library. 
2. Duplicate copies of materials the original copies of which are in the custody of the same state agency and 
which are maintained only for convenience or reference and for no other substantive purpose. 
3. Materials in the possession of a library or museum made or acquired solely for reference or exhibition 
purposes. 
4. Notices or invitations received by a state agency that were not solicited by the agency and that are not 
related to any official action taken, proposed or considered by the agency. 
5. Drafts, notes, preliminary computations and like materials prepared for the originator's personal use or 
prepared by the originator in the name of a person for whom the originator is working. 

http://itsecurity.wi.gov/subcategory.asp?linksubcatid=2751&locid=89
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Structure includes the physical appearance of the information in a message including, 
but not limited to, headings, body, form and signature blocks. 
 

                                                                                                                                                 
6. Routing slips and envelopes. 
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Appendix 1 

Examples of Non-Records -- E-Mail that Does Not Need to be Retained 

 
1. Copies of email records that are maintained by a Public Employee for 

convenience or ease of reference. This would include copies kept in a “reading” 
or “tickler” file when the copy is identical to the “official record” kept by the 
originator. 

 
2. Incidental personal e-mail not related to work duties such as “let’s do lunch” or 

“can I catch a ride home” or family e-mail communications. 
 

3. Computer generated confirmation messages where the message does not 
require or document action or compliance by the Public Employee. For example, 
the notice that an individual’s password has been successfully changed is not a 
record. 

 
4. General announcements, reminders or informational email sent to all employees 

such as the types of messages that used to be found on a bulletin board or 
posted in an elevator.  This would include notices of upcoming events; 
organizational announcements such as retirement parties, potluck get-togethers 
or charity campaign notices.  

 
5. Automated calendar requests, acknowledgements or confirmations.   

 
6. Unsolicited e-mail not related to the Public Employee’s work projects that has 

been received as a member of a distribution list or listserv where: 
a. The employee does not take, propose or consider action 
b. The employee does not make a decision based upon the information 
c.  The e-mail does not confirm the employee’s cooperation or 

acquiescence.   
 

7. E-mail that is captured in later messages (i.e. threads) where the “To,” “From,” 
“Subject,” and “Date” fields are captured and displayed in the thread. 
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Appendix 2 

Examples of E-Mail Records of Short Term or “Transitory” Value 

 
1. Correspondence and information of short-term interest that has no documentary 

or evidentiary value is classified as “transitory.”  It can be deleted when no longer 
needed. 5 

 
2. Transitory messages do not set policy, establish guidelines or procedures, 

document a transaction or serve as a receipt. 
 

3. Internal meeting notices are transitory to the originator if no action is required, 
may be longer-term retention if action or authorization is required.     

 
4. Routine agency communications or announcements such as notice of new 

employee hired, employee retirement, blood drives or ozone alerts are transitory 
to the originator (non-record to recipient). 

 
5. Informational communications or announcements from distribution groups or 

listservs that: 
a. Don’t direct action or require compliance 
b. Don’t relate to recipients’ work project or decision making 
c. Are used for reference purposes only 
d. Are transitory to the originator (non-record to recipient) 

 
6. Routine requests for information that require no policy decision, special 

compilation or research are transitory to the originator and the recipient. 
 

                                                 
5
 For agencies which have adopted the Administrative Records General Schedule, transitory records are 

kept until no longer needed.  http://www.prb.wi.gov/docs_all.asp?locid=165 

http://www.prb.wi.gov/docs_all.asp?locid=165
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